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Increased security on
the Yocova platform with
Multi-Factor Authentication

We've added an additional layer of security to
Yocova with Multi-Factor Authentication (MFA).
This is to ensure Yocova members can enjoy the

platform safe in the knowledge that their data e i

i
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e ——

is even more secure, for greater confidence, and
open and safe sharing.

This means that you'll need to use another device,
such as your mobile phone, to validate your
identity. It's a straightforward process to set this
up; there are just a few steps you need to take to
install this functionality on your device.
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Getting started with
Multi-Factor Authentication

The next time you log in to Yocova,
this screen will appear:

Connect Salesforce Authenticator

For security reasons, you have 10 connect Salesfonce
Authenticator 10 your account. The app sends a
OAACALoN when we need %0 \vnfy YOur idertifty, anc
you verify with pust a tap. You can also enable location
weevces 10 have the app venty you atomatically from
trusted locations. The app peovides Codes 1O use a5 an

alteenate verification method

1. Download Saleviorce Authenticator from the App
Store or Google Play and install & on your mobile
Sewee

2. Open the 2pp and tap to 23d your account

3. The app ¥hows you & unique two-woed phrase. Erter

the phrase below

You've got a couple of options — you can either use the Salesforce Authenticator app, or
use an alternative authenticator, such as Microsoft or Google.
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Using the Salesforce Authenticator App

First, go to the App Store or
Google Play store and search
for and download “Salesforce

Authenticator”. It looks like this:
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(1 salesforce authenticator € Cancel

Salesforce Authentic...
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salesforce.com

¥
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Once you've installed the app,
you'll be prompted to add an
account. Tap Add an Account
on your device.

1amn

Salesforce Authenticator

Let's Get Started

Add an Account

Restore from Backup

You'll then see a two-word phrase
— for example:

1“an

Two-Word Phrase

huge capital

i Copy to Clipboard

Or Scan QR Code
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Just enter the two words you see
Into your “Connect Salesforce
Authenticator” on your browser
and click Connect:

Connect Salesforce Authenticator

FOr seCurfy reasons, you have 10 connect Salesfonce
Authenticator 10 your aCCount. The a0 sends a

A ACALON when we need 2O venfy your idertify, and
you verify with pust a tap. You can 3ls0 enable location
wrvces 10 have the app venty you atomabically from
trusted locations. The app peovides COOes 1O usSe &5 an

aternate verificaton method

1. Download Saleviorce Authenticator from the App

store or Google Play and install & on your mobile
Sevee

2. Open the 200 and tap 10 33 your account
3. The app ¥Hows you & unique two-weed phrase. Ertter

the phrase below

Neation Met

You'll then see the following
message in your browser asking

you to approve the request to log
INn to Yocova.

Check Your Mobile Device

Use Salesfonce Authenticator 1o verify the CoOnmecton Lo your

Cebbie leppard@yo cova Salesione account

Yenry
cetasy

And you'll see the
Connect Account page on
your mobile device.

Check Your Mobile Device

Use Salesfonce Authenticator 1o verify the COnmection Lo your

Cebbie leppard@yo cova Salesione account

venry
etasy
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Tap Connect and you'll then see Tap Got it and then the following Tap Approve on your mobile and
the Account Added page on your screen will show on your mobile: you'll see a green tick on your
mobile: browser and the Account Added

screen on your mobile.

—

/

Log In to Yocova

Tap Got it on your mobile

g s T P RN ?

& debbie leppard@yo.cova and you |l then be |Ogged
INto Yocova.
@ Salesforce
Account Added Account Added
You can now use Salesforce Authenticator You can now use Salesforce Authenticator You r mObl |e Wl | | a |SO h ave
to authenticate activities associated with 8 Chrome 83 on 0SX 10.14.5 to authenticate activities associated with . .
Salesforce. Salesforce. the option to turn on location

0 services, which allows

Salesforce Authenticator to
determine your location, but
you can cancel this if you'd
prefer not to use it.
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Future logins after Multi-Factor
Authentication is installed and enabled

R A cwannmeon sty 2" oo 2t b When you open your mobile The green tick will then appear
device, you'll be asked to approve and you'll be logged in to Yocova.
the request to log in to Yocova.

yocova-

A platform here the adaton WTIMUNITY COMmMes 100ether to exchanqe v—— \ ‘..“,‘
SIS Where the aation COMmMuUnIty COMmMes 100ether 1O exChangs _ O ‘ O — ' /)

Tap Approve:

information and ideas, 1o improve cutcomaes for the whole ndustry

Yocova members < L — \ w = )
Troutsie 09geng InT ¥ you are sure you're Laing your very latest login credentials, ploase ‘ ( \i "l ’ :
send & messape 1o port : m for asantance | - _" - , A_' . BETA
| . yocova
R .
| | o .
V8 —_———

Log in with yocova credentials

Check Your Mobile Device 3¢ Acbbiaternaide :
. Join the conversation ,
- ) Use Salesforce Authenticator to approve the request to
GebbieleppardDiyo cova Yocova Is an award-winning platform exclusively for aviation industry Log In to Yocova. ,
professionals. @ Salesforce

Start connecting, collaborating and exchanging deas today. Register 1o

JoIn the Cormversaton

8 Chrome 88 on0OSX10.145

' > :

Log In to Salesforce Verify the
details

| 4

Deny

Having Trouble?

After the Multi-Factor Authentication has been enabled, when
you click Log in on your browser, the following screen will appear,
prompting you to check your mobile:

yocova




Using alternative Multi-Factor Authentication
such as Google or Microsoft Authenticator

If you are unable to install Salesforce Authenticator on your mobile, but you have an alternative authenticator installed such as Google or Microsoft,
then it is possible to use those instead. From the first prompt click Choose Another Verification Method:

And select Use verification codes The login screen will then display Scanning the QR code will add
from an authenticator app and a QR code that you can scan from the account to your authenticator

—_— then click Continue: within your authenticator app: app. You can then add the

number from the app, into the
Yocova login page.

Connect an Authenticator App Connect an Authenticator App

Connect Salesforce Authenticator VRrAACaION CO0NS. YOU CHA USD 150 CO0S WIeN W 10ed -

FOr seCurfy reasons, you have 10 connect Salesionce

Authenticator 10 your account. The 20D sends a

AOASCAboON when we need 10 venly your idertify, and

you verify with just a tap. You can also enable location Choose a Veriﬁcation Method s

sernces 10 have the app venty you stormabcally from 0

trusted locations. The app peovides CO0es tO use &5 an - 1 . '

alternate verification method How would you like to verify your identity? E ' E o E L .E

. . (O Use the Salesforce Authenticator mobile app
1. Download Saleviorce Authenticator from the App

store or Google Mlay and install & on your mobiie @ Use verification codes from an authenticator app
Sevee

-
2. Open the app and tap 10 a3d your account @i E . E . .
- -
3. The app ¥hows you & unique two-woed phrase. Erter = - 1% -
the phrase below \
Two-Word Pheas 524 D 0 - C ™

Google Authenticator H 400135

Account added
Ealh Connact . . 2
jonathan jones@yo.co.va.sit
Connect 400 135 &

When youTe asked for @ verfication code, get it here The
equently, 50 N0 Need 1o Memarise 1
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We hope these instructions are useful.
If you have any questions please contact

support@yocova.com
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