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Increased security on
the Yocova platform with
Multi-Factor Authentication

Multi-Factor Authentication (MFA) ensures
Yocova members can enjoy the platform safe

in the knowledge that their data is even more
secure, for greater confidence, and open and safe
sharing.
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This means that you'll need to use another device,
such as your mobile phone, to validate your
identity. It's a straightforward process to set this
up; there are just a few steps you need to take to
install this functionality on your device.
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Getting started with
Multi-Factor Authentication

The first time you log in to Yocova as a new member you will be asked to accept our terms and conditions, __—

create your profile, and then choose your MFA preference.

Step 1: Click to review Terms, download Step 2: Create your profile — check and Step 3: Choose between Mobile App or
and return to this screento tick and complete all fields before pressing Create. Email Authentication and press Confirm.
then press Accept & Proceed.

To access Yocova you need to select a multi-factor
authentication (MFA) method, after which you will
= need to log in again using the method you have
Before we begin Create your prOfl le selected. We suggest following the instructions to use

an authenticator app on your mobile device.

yocova

Our vision is to transform aviation by creating an open and neutral platform, Watch Video / Download guide

2 : : : * First name * Last name ,
where information and ideas can be securely shared, to improve outcomes for If you cannot use an authenticator app, you can select
the whole industry. email authentication . If you encounter problems, you

Alan Jones can log a case with support for assistance.

To help us make this change, we encourage members to: Contact support

Note: Once you have selected an option you can only
-connect with industry peers * Position / job title change this by contacting support.
-collaborate to solve problems
-contribute regularly Aviation Engineering Professional
Review Terms and conditions before proceeding - . .

Multi-factor authentication
. % Company name [N

' | accept Yocova's terms and conditions

Alan Jones ‘
Accept & proceed D Mobile app authentication
When you log in, you will need to

confirm your identity via a code

Decline * Department generated on a mobile app. This app
will need to be installed to your mobile
Business Services- Commercial v phone. We recommend the Salesforce

authenticator app, but other apps such
as the Google or Microsoft
authenticator app can also be used.

* Primary location
Email authentication

[

/ Australia v
When you log in, you will need to
confirm your identity by entering a
Create code that we will send to your primary
email on your Yocova profile.

Please note: Should you choose Email Authentication please
Once you confirm your Multi-Factor Authentication choice it can only be amended by emailing support@yocova.com. go straight to page 10 of this guide. ‘IOGO‘IG



mailto:support%40yocova.com?subject=Support

Getting started with
Salesforce Authenticator App

The first time you log in to Yocova, this screen will
appear after you have created your profile:

Connect Salesforce Authenticator

For security reasons, you have 10 connect Salesfonce
Authenticator 10 your 3ccount. The app sends a

A ACAboN when we need %0 wnfy YOur idertify, anc
you verify with pust a tap. You can also enable location
evnces 10 have the app ver fy YOu tormatically from
trusted locations. The app peovides Codes 1O use &5 an

alternate verification method

1. Download Saleviorce Authenticator from the App
Store or Google Play and install & on your mobile
Sewee

2. Open the 2pp and tap 1o a3d your account

3. The app ¥hows you & unique two-woed phrase. Erter

the phrase below

You've got a couple of options — you can either use the Salesforce Authenticator app, or
use an alternative authenticator, such as Microsoft or Google. These are typically available
without charge from Apple and Google App stores.
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First, go to the App Store or
Google Play store and search
for and download “Salesforce

Authenticator”. It looks like this:

ol SMARTY = 14:09 4

.. salesforce authenticator & Cancel

Salesforce Authentic...
=

L. .0 8

DEVELOPER

salesforce.com

¢

o 7 s e 3

Using the Salesforce Authenticator App

Once you've installed the app,
you'll be prompted to add an
account. Tap Add an Account
on your device.

1amnm

Salesforce Authenticator

Let's Get Started

Add an Account

Restore from Backup

You'll then see a two-word phrase,
for example: huge capital.

1“an

Two-Word Phrase

huge capital

i Copy to Clipboard

Or Scan QR Code
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Just enter the two words you see
Into your “Connect Salesforce
Authenticator” on your browser
and click Connect:

Connect Salesforce Authenticator

FOr seCurfy reasons, you have 10 connect Salesfonce
Authenticator 10 your aCCount. The a0 sends a

A ACALON when we need 2O venfy your idertfy, ang
you verify with pust a tap. You can 3lso enable location
ences 10 have the app venty you atomabically from
trusted locations. The app POOVOes COO0eS 1O use &35 an

aternate verificaton method

1. Download Saleviorce Authenticator from the App
tore or Google May and instal & on your mobile
Sevee
2. Open the 2pp and tap 10 23d your account
3. The app ¥hows you & unique two-woed phrase. Ertter

the phrase below

[huge captial ]

You'll then see the following
message in your browser asking

you to approve the request to log in
to Yocova.

Check Your Mobile Device

Use Salesfonce Authenticator 1o verify the CoOnmecton Lo your

Cebbie leppard@yo cova Salesionce accoum

Yenry i
cetasy

And you'll see the Connect Account
page on your mobile device.

09:53 T ER

Connect Account

We tell you when someone's trying to access your
account data. If it's you and everything's OK, you can
verify the activity. But if something's not right, you can
block it.

Username

& bob.jones@yo.cova.prodcopy

Service

@ Salesforce

Cancel Connect
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Tap Connect and you'll then see Tap Got it and then the following Tap Approve on your mobile and
the Account Added page on your screen will show on your mobile: you'll see a green tick on your
mobile: browser and the Account Added

screen on your mobile.

T

Log In to Yocova

& debbie.le ppard@yo.cova .
Tap Got It on your mobile
=t - ?
® Salesforce and you'll then be logged
Account Added Account Added
You can now use Salesforce Authenticator You can now use Salesforce Authenticator I nto Yocova .
to authenticate activities associated with 8 Chrome 89 on0SX10.145 to authenticate activities associated with

Salesforce.

Salesforce.

: Your mobile will also have
the option to turn on location
services, which allows
Salesforce Authenticator to
determine your location, but
you can cancel this if you'd

prefer not to use it.
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Future logins after Multi-Factor
Authentication is installed and enabled

Each time you login to Yocova please have your second device to After the Multi-Factor Authentication When you open your mobile device,
hand. It will be required to support your secure sign-in. has been enabled, when you click you'll be asked to approve the request
Log in on your browser, the following to log in to Yocova. Tap Approve:
— B e e P— screen will appear, prompting you to

check your mobile:
yocova

To log into Yocova you need multi-factor authentication
(MFA). The easiest way to set this up is by following the
i i n authenticator app on your mobile

T
Inst ruc ions use al ‘ BETA
device.
Watch Video / Download guide
/OU Ci e an ici r counter
tance.

If ¢ not u: uthel r app or en:
problems, you log a case with support for assis!
Contact su| pport

Check Your Mobile Device S At o

Use Salesforce Authenticator to approve the request to
Username Forgot username LOg In tO YOCOVB

or
{ Log in with Rolls-Royce credential. ‘ o
Verify the
ward-winr latlc | ly ¢ v
dustry prof nals. St g, detalls
llab g and hanging id day.
- - d /
About Cookies Partner code Cancellation policy Complaints policy e Feedback? E
Legal Data privacy Privacy request Membership Code Email support@yocova.com
Having Trouble?
© Rolls-Royce plc 2023. All rights reserved. A market innovation led by R? Data Labs R

U(Jr]"'

The green tick will then appear
and you'll be logged in to Yocova.

yocova




Using alternative Multi-Factor Authentication
such as Google or Microsoft Authenticator

If you are unable to install Salesforce Authenticator on your mobile, but you have an alternative authenticator installed such as Google or Microsoft,
then it is possible to use those instead. From the first prompt click Choose Another Verification Method:

And select Use verification codes
from an authenticator app and

then click Continue:

Connect Salesforce Authenticator

FOr seCurfy reasons, you have 10 connect Salesionce
Authenticator 10 your account. The 20D sends a
AOASCAboON when we need 10 venfy your idertty, and
you verify with pust a tap. You can also enable location
sernces 10 have the app venty you stormabcally from
trusted locations. The app peovides COO0es 1O use &5 an

teenatie venhicaton method

1. Download Saleviorce Authentcator from the App
tore or Google Flay and instal & on your mobile
Sevee
2. Open the 2pp and tap 10 a3d your account
3. The app ¥hows you & unique two-word phrase. Erter

the phrase below

Choose a Verification Method

How would you like to verify your identity?
(O Use the Salesforce Authenticator mobile app

@ Use verification codes from an authenticator app

The login screen will then display Scanning the QR code will add
a QR code that you can scan from the account to your authenticator
within your authenticator app: app. You can then add the

number from the app, into the
Yocova login page.

Connect an Authenticator App Connect an Authenticator App

-
(=] : (=]

e A
Google Authenticator H 400135
Account added
Connect ’ Connect
jonathan jones@yo.co.va.sit
400 135 [ §

When youre asked for a verfication code. get it here The
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Getting started with
email authentication

First log in to Yocova with your
username and password.

yocova

\ Multi-factor authentication is required to access Yocova. See
the following for details.

Watch Video / Download guide

If you encounter login problems, you can log a case with
support for assistance.

Contact support

Log in to your account

Username Forgot username

alan.jones@yo.cova.prodcopy

Password Reset password

‘ Log in with Rolls-Royce credentials ’

Yocova is an award-winning platform exclusively for
aviation industry professionals. Start connecting,
collaborating and exchanging ideas today.

Register now

Check your email for a message from
Yocova Support (support@yocova.com)
which contains a five-digit code.

S 78181 Login Code - Inbox - stephen.spillett@yocova.com

W Delete Fg Move [ Flag v -

78181 Login Code © «a « ~

Yocova support <support@yocova.com> Today at 12:35
To: yocova@hut-3.com

yocova

Your login code is 78181. If you did not request
this code, please ignore this email.

Team Yocova

6 SO " O | SN
' e) "‘. P/”ﬁo * = w

Insert the five-digit code into Yocova
as shown below, and press Next to
complete your log in.

yocova-

alan.jones@yo.co.va.prodcopy Log Out

Code ||

Next

Please note you will need to repeat this
step each time you wish to access Yocova.

We recommended using a single device
where you can receive emails and connect
to Yocova.com via a web browser.

yocova
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We hope these instructions are useful.
If you have any questions please contact

support@yocova.com
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