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Multi-factor authentication is required to access Yocova. See
the following for details.

Rolls-Royce is introducing a new
Multi-Factor Authentication (MFA) process
for accessing their solutions and services
available through Yocova.

Watch Video / Download guide

If you encounter login problems, you can log a case with
support for assistance.

Contact support

Log in to your account

This guide shows the simple set-up
process you'll need to complete.

Username Forgot username

Enter username

Password Reset password

Enter password

or

1. In your browser open
https://wWww.yocova.com/s/login-form

2. Click on 'Log in with Rolls-Royce
credentials' to begin

Log in with Rolls-Royce credentials ]

Yocova is an award-winning platform exclusively for
aviation industry professionals. Start connecting,
collaborating and exchanging ideas today.

3. Pick your account if listed, or press 'Use
another account' and enter your email
address

Register now

4. A note is displayed saying more
information is required to keep your
account secure, press Next to proceed

B® Microsoft

5. Enter your associated password, and click
Sign in.

Rolls-Royce

B® Microsoft

stephen.spillett@yocova.com

Pick an account stephen.spillett@yocova.com

More information required

Stephen Spillett Enter password

com

Your organisation needs mre information to keep
your account secure

Signedin W

Stephen Spillett
@ stephen@hut-3.com
Signed in

Use a different account Forgotten my password

Sign in with another account

Learn more

Use another account

Next Signin
=

WWWwW.yoCova.com


https://www.yocova.com/s/login-form

yocova

By default, you will be prompted to use
Microsoft Authenticator on a mobile
or tablet.

Other authentication methods are
supported, we'll cover alternatives
shortly.

6. Have your mobile to hand before pressing
Next on the desktop

7. Install and open the App on your mobile.

8. You see a privacy notice to accept,
followed by an ask to help improve their
service - accept or decline by moving a
toggle. Click Continue

9. On the'Secure Your Digital Life' screen
press the Scan a QR code

10. Point your mobile at the desktop screen
showing the MFA QR Code

11. Go Back to your desktop and
press Next

12. Your mobile app will update showing
your connection.

WWWwW.yoCova.com

When you are signed in with Microsoft, all stored passwords,
addresses, and other autofill info will be available on this device.

B® My Sign-Ins | Register | Micrc X + o
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Rolls-Royce
Keep your account secure

Microsoft Authenticator

O Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

[ -

Help us improve Microsoft
Authenticator

By allowing us to collect additional non-personal
data, you can help us improve the app.
You can turn this on or off at any time in the
Settings page

Ready to add your
first account?

Any Microsoft account or other type of account
you add will appear here.

| want to use a different authenticator app

L want to set up a different method

Help improve the app by sharing your
app usage data

Add account

Already have a backup?

Restore your account.
Continue
Begin recovery

Microsoft Privacy Statement

& ©

Scan QR code

m Rolls-Royce
stephen.spillett_yocova.com#EXT#@rollsro...

Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

Secure Your Digital Life

After you scan the QR code, choose “Next".

Your account provider will display a QR code

@ Sign in with Microsoft

F "."._‘E
| Cememinan |,

@ Add work or school account ]

gg Scan a QR code }

Restore from backup

eeeeeeeeeee
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Setting up Microsoft Authenticator for
MFA (continued)

13. Microsoft Authenticator now tests the
connection, asking you to enter a
two-digit number into your app

14. On your mobile tap in the digits shown
on your desktop and Click Yes

15. The desktop will say Notification
approved

16. Click Next, you'll see a confirmation
message. Press Done.

And with that click, you have
successfully set up MFA.

Now, if this is your first-time login you'll

need to review, and accept, Yocova Terms.

Please continue reading ...

WWWwW.yoCova.com

B® My Sign-Ins | Register | Micrc X + .
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il Rolls-Royce
Keep your account secure

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

45

X

Keep your account secure

= Authenticator

Microsoft Authenticator

Rolls-Royce >
stephen.spillett_yocova.com#EXT#@rollsro...

o Notification approved

v

Are you trying to sign in?
Rolls-Royce
stephen.spillett_yocova.com#EXT#@rolls
royce.onmicrosoft.com

Enter the number shown to sign in.
ag|

No, it's not me

Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

@ Microsoft Authenticator
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Accepting Yocova Terms and Conditions

17. Click on the link to open

18. Please review and download the Terms
for later use.

19. Click back on the announcement
window and tick the box to confirm
acceptance.

20.Press Accept & Proceed to continue
21. The Yocova homepage loads

22.To locate your Rolls-Royce Solutions and
Services please click 'My Solutions'.

WWWwW.yoCova.com
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Before we begin

Our vision is to transform aviation by creating an open and neutral platform,
where information and ideas can be securely shared, to improve outcomes for
the whole industry.

To help us make this change, we encourage members to:

-connect with industry peers

~collaborate to solve problems We're getting your preview ready...

-contribute regularly
This might take a wh etoc ith your day and back in a bit

Review Terms and conditions before proceeding

| accept Yocova's terms and conditions

Decline

Complaints policy Partnercode  Membership

x & Salesforce x + v x & Salesforce x + S
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Enterprise account

Yocova

yocova

MY SOLUTgfiNS ENTERPRISE CATALOGUE

Before we begin

Favourite solutions See all solutions

You don’t have any favourite solutions assigned to you yet. ‘ o

Browse your company's enterprise catalogue or the Yocova marketplace to find tools and o
S Py, i 9 E Stephen Spillett

Yocova

Our vision is to transform aviation by creating an open and neutral platform,
where information and ideas can be securely shared, to improve outcomes for
the whole industry.

To help us make this change, we encourage members to:

resources. When you're ready, request access from your admin. Favourite solutions will be

-connect with industry peers
-collaborate to solve problems
-contribute regularly

saved here to your home screen.
0 Following 0O Followers © Explorer 1 point

MY FEED MY BOOKMARKED POSTS

Review Terms and conditions before proceeding

Enterprise account

Yocova
AOME MY SOLU EENS ENTERPRISE CATALOGUE
MY SOLUTIONS

“ | accept Yocova's terms and conditions

Accept & proceed

Decline

POST

Share an update...

Sort by:
Most Recent Activity ¥ ). Search this feed...
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Salesforce

Authenticator

A step by step
user guide
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You may already be using Salesforce
Authenticator and want to keep with
that App. Or this may simply be thisis
your app of choice.

This guide shows the simple set-up
process you'll need to complete.

1. Log in to Yocova following the five
steps, as shown at the beginning of this
guide (see Page 2)

2. Click ‘use a different authenticator app'.

3. Have your mobile (or tablet) to hand
and click next to setup your account.

| want to set up a different method

Keep your account secure

Microsoft Authenticator

a

yocova

yocova

Rolls-Royce is introducing a new

Multi-Factor Authentication (MFA) process
for accessing their solutions and services e
available through Yocova. o

This guide shows the simple set-up
process you'll need to complete.

B —

1. Inyour browser open

2. Click on 'Log in with Rolls-Royce
credentials' to begin

3. Pick your account if listed, or press 'Use
another account' and enter your email
address

4. A note is displayed saying more
information is required to keep your
account secure, press Next to proceed

5. Enter your associated password, and click
Signin. meer 2k yocov 2o

More information required

Vo compurvnston sty e i varn by vy
YO BOCOUE Bacure

Use a diferont accourt

Lowrs wome

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authentiiator app

WWWwW.yoCova.com

Keep your account secure

Authenticator app

Set up your account

In your app, add a new account.

Back Next

| want to set up a different method
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Setting up Salesforce Authenticator for
MFA (continued)

932802 (C

562 663 €

pd
ot
-

suitable ice

4. Open the Salesforce Authenticator App. u 894 644 C 8 Copy 1 Cipioard

From the bottom of the screen press
'Add an Account’.

Il

m 876669 C

5. Press'Or Scan QR Code’
534230 C

6. With the camera activated move the
mobile so the QR code on your desktop
IS in view.

Or Scan QR Code

7. Salesforce will add a new account and
confirm with a blue ' Got It' message

Keep your account secure

Scan QR Code

Authenticator app

Scan the QR code

After you scan the QR code, choose Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.
After you scan the QR code, choose "Next". °
Account Added
You can now use Salesforce Authenticator to
authenticate activities associated with Microsoft.

‘ Can't scan image? ‘ [\
L | oo | I

QU SRIATESE | want to set up a different method

WWWwW.yoCova.com
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Setting up Salesforce Authenticator for
MFA (continued)

8. You will immediately be asked to check
the app connection by entering a

o-digit code.

. Authenticator app
In this example, that's 729 537

Enter code

XX XXX

10. Enter as prompted, then press Next

Enter code

Keep your account secure

Enter the 6-digit code shown in the Authenticator app.

Salesforce Authenticator

437451 C

Yocova.com

V]

433691 C

Marketing Cloud

[v]

917 659 C

Yocova Salesforce

&

m 680576 C

v | 4

m 594688 C

Microsoft

v]

678 883 O

11. And you will see a ‘Success’ message,

finally click Done.

| want to set up a different method

And with that click, you have successfully
set up MFA.

Now, if this is your first-time login you'll
need to review, and accept, Yocova Terms.
Please continue reading ..

Keep your account secure

10

Authenticator app

Enter code
XXX XXX

Enter the 6-digit code shown in the Authenticator app.

729537

| want to set up a different method

WWWwW.yoCova.com

Xero

v]

.[729 537 C

Microsoft

v)

Add an Account

Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

I:I Authenticator app



yocova

If this is your first-time login you'll need to
review, and accept, Yocova Terms.

12. Click on the link to open

13. Please review and download the Terms
for later use.

14. Click back on the announcement
window and tick the box to confirm
acceptance.

15. Press Accept & Proceed to continue
16. The Yocova homepage loads

17

To locate your Rolls-Royce Solutions and
Services please click 'My Solutions'.

WWWwW.yoCova.com
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Before we begin

Our vision is to transform aviation by creating an open and neutral platform,
where information and ideas can be securely shared, to improve outcomes for
the whole industry.

To help us make this change, we encourage members to:

-connect with industry peers

-collaborate to solve problems
-contribute regularly

Review Terms and conditions before proceeding

| accept Yocova's terms and conditions

Decline

Legal Cookies Data privacy Privacy request Cancellation policy Complaints policy Partner code Membership Code

© Rolls-Royce plc 2024. All rights reserved

X @ Salesforce X |+

pl t.sandbox.my.site our

yocova
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Before we begin

Our vision is to transform aviation by creating an open and neutral platform,
where information and ideas can be securely shared, to improve outcomes for
the whole industry.

To help us make this change, we encourage members to:

-connect with industry peers

-collaborate to solve problems
-contribute regularly

Review Terms and conditions before proceeding

s‘ | accept Yocova's terms and conditions

Accept & proceed

Decline

Cookies  Dataprivacy Privacy request

© Rolls-Royce plc 2024. Al rights reserved.

Feedback? Email suppoi

Feedback? Email suppoi
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We're getting your preview ready...

This might take a while, so feel free to carry on with your day and check back in a bit.

X & Salesforce x |+

25 adhalpha--uat.sandbox.my.site.com/s/my-solutions/
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Home
Enterprise account

HOME MY SC g’ INS ENTERPRISE CATALOGUE

Favourite solutions See all solutions

You don’t have any favourite solutions assigned to you yet. ‘

Browse your company's enterprise catalogue or the Yocova marketplace to find tools and .

i o e Stephen Spillett
equest access fr

om your admin. Favourite solutions w

e screen

0 Following O Followers

MY FEED MY BOOKMARKED PX
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© Explorer 1 point

Enterprise account

Yocova

POST

Share an update...

AOME MY S()LU?‘E)N’\

Sort by:

Most Recent Activity ¥ Search this feed.

iavascriot:void(0)

MY SOLUTIONS

ENTERPRISE CATALOGUE
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Part Three
2fast desktop

Authenticator

A step by step
user guide
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Microsoft Store

yocova

Application satisfies the multi-factor
authentication (MFA) requirement set
by Rolls-Royce.

2fast — Two Factor Authenticator
The Microsoft 2fast Desktop ‘

42w (4

EVERYONE

Weber

Philiop |
hilipp

Privacy & terms (7 More details

The following steps walk through
downloading and installing the 2fast
application

1. Download the 2fast application from
the Microsoft store

2. Select Open to Launch the application
3. Click on “Skip” for the tutorial

4. Click on “Create new data file (First
Start)”

5. Click on “Choose Local Path” and
choose a location

6. Create a name for the datafile.
You will also need to set a password*

7. Click on “Create data file". )
First steps towards safety ...

*The password will be used every time
you open or use the application, so
Mmake sure it is something you can
remember, or store securely in a
password manager.

Welcome!

Start with another security factor in your daily life.

Create new data file (first start) Load existing data file

WWW.yYOCOVa.COm

ge Datatfile

fo create a datafile you have to choose a name and a password.
Important: You have to type in the password everytime you start the app!

Fiename
mfademo
Password
Xy
Repeat password

Path

CA\Users\dave.walden\Desktop

Change path

Create data file




yocova

Setting up Microsoft 2fast Desktop
Application (continued)

10.

11,

12.

13.
14.

WWW.yYOCOVa.COm

Click on “+ Add account” to start the
registration process

Click on “Manual Input”

Leave this window open and start the
MFA set up process on Yocova.

Log in to Yocova following the five
steps, as shown at the beginning of this

guide (see Page 2)

Click on *l want to use a different
authenticator app”

Click Next

Click on “Can’t scan image”.

Accounts 4 Add account

Empty list
Add new accounts

Create a new account

Input type

To create a new account for the two-factor-authentification you
need a QR-code or a key (cryptical text) from the external
service.

How should the key be imported?

Scan key-QR-code @

.
Manual input

@ Camera

Create a new account

Inputs

Account icon

V4

Label
Name to be displayed
Account name

Mostly mail address

/ Add notes

Manual input

Secret key

Please add secret key string here

yocova

Rolls-Royce is introducing a new
Multi-Factor Authentication (MFA) process
for accessing their solutions and services
available through Yocova.

This guide shows the simple set-up
process you'll need to complete.

1. Inyour browser open
nttps/Awwwyocova.com/silogin-form

2. Click on 'Log in with Rolls-Royce
credentials' to begin

3. Pick your account if listed, or press 'Use
another account’ and enter your email
address

4. A note is displayed saying more
nformation is required to keep your
account secure, press Next to p'L‘CC(‘d

5. Enter your associated password, and click
Sign in

Keep your account secure

Microsoft Authenticator

yocova

More Information roquired
‘o rpermison avots A s 0 w008

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authentii%tor app

| want to set up a different method

Keep your account secure

Authenticator app

Scan the QR code

)

—

Use the authenticator app to scan the QR code. This will connect your authenticator app with your

account.

After you scan the QR code, choose "Next".

\ Can't scan image?

| want to set up a different method

o | I
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Setting up Microsoft 2fast Desktop
Application (continued)

15. You will see 2 items appear below the
QR code. One called *Account Name”
another called “Secret Key”

16. Copy the “Secret Key”. Return to the
2fast MFA application and paste the
value into the “Secret Key” box

17. Return to the MFA setup and copy the
value from “Account Name”

18. Again, return to the 2fast MFA
application and paste the copied
"Account Name" value into both the
Account Name box. While adding a
suitable Label to name the account

19. Click on ‘Create Account’

20. Copy the 6-digit code, return to the

MFA setup screen in your browser, and
click on Next

21. Enter the 6-digit code from the 2fast
MFA Application on this next screen.

And with that last click, you have
successfully set up MFA.

WWWwW.yoCova.com

Keep your account secure

Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose “Next".

Can't scan image?

Enter the following into your app:

Account name: Rolls-Royce:stephen.spillett_yocova.com#EXT#@rollsroyce.onmicrosoft.com

D

Secret key: pxjwntqbvxlkkkgr D

Back

Manual input

Secret key

PXJWNTQ6VXLKKKGR

Can't scan image?

Enter the following into your app:

Account name: Rolls-Royce:stephen.spillett_yocova.com#EXT#@rollsroyce.onmicrosoft.com

D

Create a new account

Input type Inputs

Account icon

® s

RR MFA X

Label

Account name

yyce:stephen.spillett_yocova.com#EXT#@rollsroyce.onmicrosoft.com

‘;’ Add notes v

Manual input

Secret key

PXJWNTQ6VXLKKKGR

Qm

RR MFA Rolls-

@ Royce:stephen.spillett_yocova.com#EXT#@r
ollsroyce.onmicrosoft.com

183707 %

Keep your account secure

Authenticator app

Enter code
XXX XXX

: pxjwntqbvadkkke s
RECIRE ke piwntqov 4 Enter the 6-digit code shown in the Authenticator app.
183707
——
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If this is your first-time login you'll need to
review, and accept, Yocova Terms.

22. Click on the link to open

23. Please review and download the Terms
for later use.

24.Click back on the announcement
window and tick the box to confirm
acceptance.

25. Press Accept & Proceed to continue

26. The Yocova homepage loads

27.To locate your Rolls-Royce Solutions and
Services please click 'My Solutions'.

WWWwW.yoCova.com
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Before we begin

Our vision is to transform aviation by creating an open and neutral platform,
where information and ideas can be securely shared, to improve outcomes for
the whole industry.

To help us make this change, we encourage members to:
-connect with industry peers
-collaborate to solve problems

-contribute regularly

Review Terms and conditions before proceeding

| accept Yocova's terms and conditions

Decline

Legal Cookies Data privacy Privacy request Cancellation policy Complaints policy Partner code Membership Code

© Rolls-Royce plc 2024. All rights reserved

X @ Salesforce X |+
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Before we begin

Our vision is to transform aviation by creating an open and neutral platform,
where information and ideas can be securely shared, to improve outcomes for
the whole industry.

To help us make this change, we encourage members to:
-connect with industry peers
-collaborate to solve problems

-contribute regularly

Review Terms and conditions before proceeding

s‘ | accept Yocova's terms and conditions

Accept & proceed

Decline

Cookies  Dataprivacy Privacy request

© Rolls-Royce plc 2024. Al rights reserved.

Feedback? Email suppoi
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We're getting your preview ready...

This might take a while, so feel free to carry on with your day and check back in a bit.
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Enterprise account

Yocova

ENTERPRISE CATALOGUE

HOME MY SC g’ NS

Favourite solutions See all solutions

You don’t have any favourite solutions assigned to you yet. ‘

's enterprise catalogue or va marketplace to find tools %
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equest access from your admin. Favourite solutions w

e screen
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Thank you

Should you experience any issues with your login and MFA having
reviewed this guide please contact



